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Issue
'Discovery' of ePOS SDK for iOS cannot find the network printer on iOS/iPadOS 14 or later.

Cause
This issue depends on the specification change of iOS/iPadOS 14.
From iOS/iPadOS 14 or later, users have to apply to Apple and change their implementation if the app sends
broadcast or multicast messages. Because the ePOS SDK uses broadcast to search for printers.

Workaround methods
As of now, SEC thinks there are 2 workaround methods.
1.

Version down of "Target" on "TARGETS"  “General”  " Deployment Info" to lower than iOS12.0 (iOS11.4
or before).
Also, enable the local network in iOS settings.
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2.

If customer would like to use new function of iOS14 or later, user has to apply the "Multicast Networking
Entitlement" on Apple Developer's site.
<Condition: A & B>
A. Tablet OS: iOS/iPadOS version is 14.0 or later.
B. Using "Deployment Info" on "project"  "Target" is iOS 12.0 or later

<Procedure>
It needs 3 steps. See below.
Step1: Apply "Multicast Networking Entitlement"
1.1. Apply on Apple Developer website
Link: <https://developer.apple.com/contact/request/networking-multicast>
1.2. Edit the application information as shown below
a. App Name
e.g. Epson TM Print Assistant
b. App Store URL
e.g. https://apps.apple.com/jp/app/epson-tm-print
c. App Category
e.g. business
d. Describe the main purpose of your app
e.g. Epson TM Print Assistant allows for printing from iPad, iPhone, or iPod touch to an Epson receipt
printer.
e. Explain why your app needs to send multicast or broadcast traffic, or browse for all Bonjour service
types.
This app has the ability to discover printers on the network. See below for details on broadcast
protocol.
- Packet type: UDP
- IP address: 255.255.255.255
- Port: 3289
- Message: Printer Information
- Printer IP address
- Printer MAC address
- Printer ID

2 / 6

a.
b.

c.

d.

e.

1.3. Click "Send" button.
1.4. After then, user will receive the approve from Apple approx. 2 weeks later.
After receiving the approve, go Step2.

Step2: Add the "Multicast Networking Entitlement" on Additional Capabilities item of Apple Developer website
2.1. Apply on Apple Developer website.
Go to "Certificates, Identifiers & Profiles Page" from below URL.
Link: <https://developer.apple.com/account/resources/identifiers/list>
2.2. Select the target application(s) from Identifiers of Certificates  Identifiers as shown below.
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2.3. Enable (Select) the "Multicast Networking" item as shown below, after then, click "Save" button.

Step3: Add the "Multicast Networking Entitlement" in user application on user's target application
#Note: It might take a few minutes for above Step2 to be reflected in Apple Developer website.
<https://developer.apple.com/documentation/bundleresources/entitlements>
3.1. Add the "Multicast Networking Entitlement" in Capabilities of the target application on Xcode
3.2. Select the following items by selected the file of "(Application Name).entitlements" on Xcode as shown
below.
- Key: com.apple.developer.networking.multicast
- Type: Boolean
- Value: 1

3.3. If nothing the above "(Application Name).entitlements", need to add by "+Capability" of Signing &
Capabilities as shown below.
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<Q&A>
Q: What does user do if occurred the "Provisioning profile…" error?
Error: "Provisioning profile "iOS Team Provisioning Profile: *" doesn't include the
com.apple.developer.networking.multicast entitlement."
A: There is the possibility of not edited the application's Bundle ID (which is added "Multicast Networking
Entitlement" by Step2) to Bundle Identifiers.
If so, user need configure same Bundle ID(on Apple Developer site) and Bundle Identifier (on Xcode) as shown
below.
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<Reference Information of "Multicast Networking Entitlement">
<https://developer.apple.com/videos/play/wwdc2020/10110/>
<https://developer.apple.com/jp/news/?id=0oi77447>
<https://developer.apple.com/documentation/bundleresources/entitlements/com_apple_developer_networking_n
etworkextension>
### End of Sheet ###
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